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Important Statement
This article describes a simple procedure of MQTT configuration in detail. The application of MQTT apply to
technicians who are proficient in database or MQTT. Hence, it is sorry that we will not answer to the questions

that are not related to HMI/H-BOX/PLC. If you have any problem about database or MQTT, please refer to
related documents on internet.

** Hint: Computer system is Windows 10 (64-bit) in this article. **
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1. Set up MQTT Server

1.1. Downloads

EMQ, an open source MQTT server, is used in this case. It can be downloaded in official website http://emaqx.io/.
The relative version is Windows10(64-bit).

Ubuntu18.04(64-bit) Ubuntu18.04-DEB(64-bit)
emqx-ubuntu18.04-v3.0.1.zip emqx-ubuntu18.04-v3.0.1_amd64.deb

Windows10(64-bit) Windows7(64-bit)

emgx-windows10-v3.0.1.zip emgx-windows7-v3.0.1.zip

Unzip the package to any directory. The install location is C:\Documents\emqx in this example.

&« L » ThisPC » OS(C) > Documents > emqgx v D r
IPC A [ Name h Date modified Type Size
MQTT bin
@ OneDrive data
erts-10.0.1
& WPSkIEE
etc
% This PC hook_lua
» 3D Objects lip
m Desktop log
releases
= Documents
1.2. Installation
Run Command Prompt as administrator. Enter the install directory by “cd” command.

B Administrator: Command Prompt - O X

If it is started successfully, an Erlang window will come out. Close the window and continue to register the
Windows service.

Options  View Help
e B2 A7
Erlang/0TP 21 [erts-18.8.1] [64-bit] [smp:z4:4] [ds:4:4:18] [async-threads:32] ~

Starting emgqx on node emqx@127.6.8.1

Start http:management listener on 8888 successfully.
Start http:dashboard listener on 18883 successfully.
Start mgqtt:tcp listener on 127.8.8.1:11883 successfully.
Start mqtt:tcp listener on 0.8.8.8:1883 successfully.
Start mgtt:ws listener on 8.8.8.8:8083 successfully.
Start mgqtt:ssl listener on B.8.8.8:8883 successfully.
Start mgtt:wss listener on B.8.8.8:8084 successfully.
EM] X Broker 3.8.8 is running nouwt

#
N
=i
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©
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http://emqtt.io/

Register EMQ X as Windows service by “bin\emagx install” command. If EMQ X is registered successfully,
Command Prompt will print “Service emgx_3.0 added to system.”.

¥ Administrator: Command Prompt - (] b €

1.3. Start
Start EMQ X service by “bin\emqgx start” command.

1.4. Related Commands
Stop EMQ X service by “bin\emagx stop” command. Uninstall EMQ X service by “bin\emgx uninstall” command.

1.5. Web Dashboard

Users can check and monitor the status of MQTT broker by Web Dashboard after start EMQ X service. Users can
visit the default address http://localhost:18083/ on browser to load Dashboard.Default username: admin,
password: public.

Dashboard i
Connections All Nodes

MONITORING
Clientld Username IPAddr CleanStart

MANAGEMENT
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http://localhost:18083/

2. Set up MySQL Server

2.1. Downloads
Go to official website https://www.mysgl.com/. Choose “DOWNLOADS” tag.

ld's most popular open source database Contact MySQL | Login | Register

MySQL MYSQLCOM| DOWNLOADS | DOCUMENTATION  DEVELOPER ZONE

Products Cloud Services Partners Customers Why MySQL?  News &Events  How to Buy

New! MySQL 8.0

Up to 2x Faster than MySQL 5.7!

LEARN MORE

Click on “MySQL Community Edition(GPL)” -> “MySQL Community Server”.

MySQL Cluster CGE (commercial)

MySQL Cluster is a real-time open source transactional database designed for fast, always-on access to data under high
throughput conditions.

- MySQL Cluster

- MySQL Cluster Manager

« Plus, everything in MySQL Enterprise Edition

Learn More »
Customer Download » (Select Patches & Updates Tab, Product Search)
Trial Download » (Note - Select Product Pack: MySQL Database)

MySQL Community Edition (GpL)

Community (GPL) Downloads »

MySQL Community Downloads

MySQL Community Server (crL)

(Current Generally Available Release: 8.0.13)

MySQL Enterprise Edition

) . . commercial
MySQL Community Server is the world's most popular open source : )

databass; MySQL Enterprise Edition includes
the most comprehensive set of
DOWNLOAD advanced features and

management tools for MySQL.

MySQL Cluster Gr) Learn More »
(Current Generally Available Release: 7.6.8) Download from Oracle eDelivery »

MySQL installer is recommended for simple demonstration. In this version, we don’t have to do complicated
configurations.


https://www.mysql.com/
https://dev.mysql.com/downloads/
https://dev.mysql.com/downloads/mysql/

Generally Available (GA) Releases

MySQL Community Server 8.0.13

Select Operating System: e
" = jons?
| Microsoft Windows v versions?

Recommended Download:

MySQL Installer n
y3Q for Windows

All MySQL Products. For All Windows Platforms. -
In One Package.

Windows (x86, 32 & 64-bit), MySQL Installer MSI | Go to Download Page > |

Generally Available (GA) Releases

MySQL Installer 8.0.13

Select Operating System: Looking for previous GA
= = i 77
[ Microsoft Windows v YEIBIons
Windows (x86, 32-bit), Msl Installer 8.0.13 16.3M
(mysgl-installer-web-community-8.0.13.0.msi) MD5: 370ab1f1ddf85b7c4c83c622f5e71b4a5 | Signature
Windows (x86, 32-bit), MSI Installer 8.0.13 313.8M
(mysq-installer-community-8.0.13.0.msi) MDS: 4ffasa@22d4aa3995d2a33118b2c32cc | Signature

2.2. Installation
Open MySQL Installer.Firstly, accept the license terms.

=] Mysal Installer —

MySQL. Installer License Agreement

Adding Community

To proceed you must accept the Oracle Software License Terms.

GNU GENERAL PUBLIC LICEMSE A
Version 2, June 1991

Copyright (C) 1988, 1991 Free Software Foundation, Inc.,

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom

to share and change it. By contrast, the GNU General Public License is
intended to guarantee your freedom to share and change free
software--to make sure the software is free for all its users, This

General Public License applies to most of the Free Software

Foundation's software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by

the GMU Library General Public License instead.) You can apply itto

your programs, too,

When we speak of free software, we are referring to freedom, not price.
Our General Public Licenses are designed to make sure that you have

the freednm ta dictrihnte ronies of free enfhare (and charne for thic

| accept the license terms

Mext = | | Cancel




Only MySQL server is needed in this case. Hence, we choose the second option. If you have any other
requirements, you can select other setup type.

=] MysQL installer — x

MySQL. Installer Choosing a Setup Type

Adding Community

Please select the Setup Type that suits your use case,

() Developer Default Setup Type Description
Installs all products needed for Installs only the MySCOL Server. This type should
MySCL development purpases. be used where you want te deploy a My50L
Server, but will not be developing MySCOL
applications.

@ Server only

Installs only the My3QL Server
product,

(O Client only

Installs only the MySOL Client
products, without a server,

O Full

Installs all included MySOL
products and features.

() Custom

Manually select the products that
should be installed on the
system.

< Back | | Mext = | | Cancel

Click “Execute” and enter the configuration page.

D MySQL Installer - X

MySQL. Installer Installation

Adding Community
The following products will be installed,

Product Status Progress Notes
MySOL Server 8.0.13 Ready to Install

Installation

Click [Execute] to install the following packages.

< Back | | Execute | | Cancel




D MySQL Installer — >

MySQL. Installer Installation

Adding Community

The following products will be installed.

Product Status Progress MNotes

MySQL Server 8.0.13 Complete

Installation

1: Feature: DOCUMEMNTATION A
1: Feature: Readme

1: Feature: ALWAYSINSTALL

1: Feature: Router

1: Feature: Server_Scripts

1: Feature: MISC

1: Feature: Programienu

1: Feature: UserEditableDataFiles

1: Action 13:11:51: PublishProduct, Publishing product information

1: Action 13:11:51: RollbackCleanup. Removing backup files

1:1: MyS0L Server 8.0 22 {SA1ACES3-82694562-0FF5-EABADBASAT24} 311

1: The action ‘Install’ for product "MyS0L Server 8.0,13" completed successfully,

v
< Back MNext > | | Cancel
[Z] MysaQL Installer —
MySQL. Installer Product Configuration
Adding Community
We'll now walk through a configuration wizard for each of the following products.
You can cancel at any point if you wish to leave this wizard without cenfiguring all the
products,
Product Status
MySQL Server 8.0.13 Ready to configure
figuration
< >
Mext = | | Cancel




Choose default options for Group Replication and Type and Networking. Default TCP/IP port is 3306.

MySQL Installer - x
¥

MySQL. Installer Group Replication
MySQL Server 8.0.13

(®) Standalone MySOL Server / Classic MySOL Replication
Choose this option if you want to run the MyS0OL Server either standalone with the oppertunity
to later configure classic MySCL Replication,

Using this option you can manually configure your replication setup and provide your own high
availability solution if required,

() Sandbox InnoDB Cluster Setup (for testing only)

The InnoDB cluster technology provides an out-of-the-box HA (high availability) solution for
MySCL using Group Replication technology.

This option allows you to test an InnoDB cluster setup on your local computer using several
MySQL Server sandbox instances, Read mare abaut this here,

To setup a real-world production InnoDEB cluster please choose the standard MySCOL Server

configuration instead on all desired hosts and use the My5QL Shell afterwards to create or
expand the InnoDE cluster setup.

e f.\
[ Cient spp BRI y5qL fovter Reun . .

| Mext > | | Cancel

MySQL Installer - x
¥

MySQL. Installer Type and Networking

MySQL Server 8.0.13 Server Configuration Type

Choose the correct server configuration type for this MySOL Server installation. This setting will
define how much system resocurces are assigned to the MySCL Server instance,

Config Type: | Development Computer ~ |

Connectivity

Use the following controls te select how you would like to connect to this server.
TCP/IP Port: X Protocol Port:
[«] Open Windows Firewall ports for network access
[ Mamed Pipe Pipe Name: |MYSOL

[] shared Memory Mernory Name:  MYSCGL

Advanced Configuration

Select the check box below to get additional configuration pages where you can set advanced
and lagging options for this server instance.

[] Show Advanced and Logging Options

< Back | | MNext > | | Cancel
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Choose Authentication method. Some of the clients or software haven’t support the new authentication
method. In this case, we have to choose the second method, which is “Use Legacy Authentication Method
(Retain MySQL 5.x Compatibility)”.

[Z] MysaL Installer — X

MySQL. Installer Authentication Method
MySQL Server 8.0.13

() Use Strong Password Encryption for Authentication (RECOMMENDED)

MySQL 8 supperts a new authentication based on improved stronger SHA236-based password
methods. It is recornmended that all new MySCL Server installations use this method going
forward.

Attention: This new authentication plugin on the server side requires new versions

A of connectors and clients which add support for this new 8.0 default authentication
(caching_shal_password authentication).

Currently MySCQL 8.0 Connectors and community drivers which use libmysglclient 8.0 support

this new method. If clients and applications cannot be updated to support this new

authentication method, the MySCL 8.0 Server can be configured to use the legacy MySQL

Authentication Method below,

®) Use Legacy Authentication Method (Retain MySOL 5. Compatibility)

Using the old My50L 5.x legacy authentication method should only be considered in the
following cases:

- If applications cannot be updated to use MySCL 8 enabled Connectors and drivers.
- For cases where re-compilation of an existing application is not feasible,
- An updated, language specific connector or driver is not yet available.

Security Guidance: When possible, we highly recommend taking needed steps towards
upgrading your applications, libraries, and database servers to the new stronger authentication.
This new method will significantly improve your security,

i < Back | | Mext = | | Cancel |

The next step is creating password for root account. You can also add other user accounts in this step.
Remember the password. It is needed to create database.

E| MySQL Installer — o

MySQL. Installer Accounts and Roles
M )L Server 8.0.13 Root Account Password

Enter the password for the root account. Please remember to store this password in a secure

place.

MySCOL Root Password: |°""" |

Repeat Password: |uuou |

Passwaord strength: Weak
MySOL User Accounts

Create My50L user accounts for your users and applications. Assign a role to the user that
consists of a set of privileges.

MySQL User Name Host User Role Add User

Edit User

Delete

< Back | | Mext » | | Cancel
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Configure MySQL Server as a Windows Service.

[Z] MySQL Installer - P4

MySQL. Installer Windows Service
MySQL Server 8.0.13

Configure MySCOL Server as a Windows Service

Windows Service Details

Please specify a Windows Service name to be used for this My50L Server instance,
A unigue name is required for each instance,

Windows Service Name:  |MyS0L
[] Start the MySQL Server at System Startup

Run Windows Service as ...
The MyS0L Server needs to run under a given user account. Based on the security
requirements of your system you need to pick one of the options below.

(®) Standard System Account
Recommended for most scenarios,
() Custom User

An existing user account can be selected for advanced scenarios.

| < Back | | Next = | | Cancel

Click “Execute” to apply the configuration. After finishing the configuration, return to install page.

E| MySQL Installer - X

MySQL. Installer Apply Configuration

MySQL Server 8.0.13 Press [Execute] to apply the changes
Configuration Steps  |og

@] Writing configuration file
Updating Windows Firewall rules
Adjusting Windows service
Initializing Database

Starting Server

Applying security settings

0 00 0o

Updating Start Menu Link

< Back | | Execute | | Cancel

212 71 4k 19 W



[Z] MySQL Installer

MySQL. Installer Apply Configuration

MySQL Server 8.0.13 The configuration opﬁration has finished.

| Configuralion Steps [ 155

& Writing configuration file
Updating Windows Firewall rules
Adjusting Windows service
Initializing Database

Starting Server

Applying security settings

Q@ Q@ Q@ @ @ @

Updating Start Menu Link

Click Finish to continue.

The configuration for MySCOL Server 8.0.13 was successful.

Click “Finish”. The installation is completed.

Einish |

[Z] MySQL Installer

MySQL. Installer Installation Complete

Adding Community
The installation procedure has been completed.

Copy Log to Clipboard

Installaticr

213 7 £ 19 W
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2.3. Verification
Find MySQL Command Line Client in MySQL in start menu. Enter password created in step 2.2.

B8 MySQL 8.0 Command Line Client

If MySQL server is installed and launched successfully, the information messages will appear.

end with ; or

EIE

2.4. Remote Access Permission
By default MySQL server is only allow connections to local server. We have to enable remote access to MySQL
server. The code sample is as followed.

use mysql;

CREATE USER ‘root’@'%’ IDENTIFIED BY ‘your password’;

GRANT ALL ON *.* TO ‘root’@‘%’;

FLUSH PRIVILEGES;

The host of root user is changed to % after executing “SELECT host, user from user;” command. It means the
remote access permission is granted.

IFIED BY *XXXXXX :

# 14 51 3£ 19 |



2.5. Connect to Database Remotely

There are variable MySQL clients such as MySQL Workbench, Navicat, HeidiSQL and so on. In this article, we use
MySQL-Front to connect to database remotely.

Click MySQL-Front -> File -> Open Connection -> New. Fill in the fields with your database information. Host is
your server hostname. Port is 3306 by default. Enter user and password of root account.

|

Description

Name: |MySQL ‘
Connection

Host: 192.168.30.90 |
Port: 3306+

Connection Type: Built-in ~

Login Information

Database: | ‘ ‘
Help Cancel

We create a new database to store the historical data uploaded from HMI/H-BOX. Right click on IP address of
the host and select New -> Database. We can edit the name in the pop-up window.

MF 192.168.30.90 - scada - MySQL-Front
File Edit Search View Database Extras Settings Help

— e - - General
SO ¥R X ® ) e TR @ &L 1
o=y 0 = Object Browser £ Daia I # Query Builder |- SQL Editor = SQL Editor Desaiptif
Quick access Name Type Recor... Size L... Extras s .
Tables + Views (1) - S il
— ct 19 utt8m hd
L e et TonaDi_itt2: 1 55)'KB utf8, utf8_general_ci e
infi Import >
my Export 5 Collation: utf8mb4_0900 ai ci v
el
e New > Database...
> Sce
5Ys Properties... Alt+Enter
E_;l Processes
% User
4 Variables
Help 0k Cancel

%15 7 4k 19 7



3. HTCloud Designer Programming Configuration

3.1. Create a New Project

Open HTCloud Designer.Create a new project, add a new device and new variables.

3.2. Add a History Record Group
Doubile click History Record Group on the project browser. Add a new record group.

Project browser «iocoiii X Project profile
(=)-gily Unnamed project ¢ % Record Settind | 4, Add Record Group | | X Delete Record Group
[ Project configuration

& @ pever Select Group Name Channel Count | Record Mode
&)l Variable
-l Display
w-45) Task
E
E

o-£ % Event

Add new record channel variables. Remote storage must be selected in storage mode. The variables added in
this article are VO,V1 and SM5. There are three levels of reporting service quality(QoS):

® At most once (QoS 0) - The client will deliver the message once.

® At least once (QoS 1) - The receiver will receive the message at least once.The message might be

delivered multiple times.
® Foronce (QoS 2) - The client will deliver the message at least once.

Remote identification is corresponding to the table name in MySQL database while upload identification

corresponding to field name. There is no need to create table and field in database in advance as it will be
generated automatically.

History Group Edit

B
Group Name

e a1 S
[MQTT_Test |

Record Channel Variables List

[ Control Enable
[ | -
Storage Mode

M Local Storage

[“1 Remote Storage

@ interval Record O Fixed Time Record(24 hour)
O Trigger Record O Change Record

eva 0 2] How 0[] Miete 10 2] second

%16 70 3t 19 7T



3.3. Data Center

Double click data center to configure MQTT server. Tick on Enable. Enter the IP address of the EMQ X server.
The port is 1883 by default.The server project identifier must be unique.We enable escalation verification in this
article for verification in the final step.

Project browser X Project profile X

=] l Unnamed project Sorvurmailing 5 ¢
- Project configuration PEIVERSERY :
=¥ Serial port
I 1 . PLC 1 Server information configuration
& Ethernet Server desc:
. 0FC OPC
‘] -] Device dassification !MQTT
[+ Variable iect i
- Server : Server project identifier:
(-] Display = -
[]..O Task MQTT server v Iled o
[ < Event
B-4¢# User seaity Server host: Port:
-/ Redpe [192.168.30.90 | 1883 &
4 History record [+/] Enable escalation verfication
-¥B) History Record Group User info
User name: Password:
[HM' ] | ......

OK Cancel

3.4. Download Project
Download your project after edit the displays.

A7 1ok 19 W



4. Configure loTbus Data-link Tool

4.1. loTbus Data link Tool

“loTbus Data link Tool” is an database storage tool developed by HNC which built-in “HTCloud Designer”
n HTCloud Designer[3.19.1.9] - C:\Users\86151\Documents\HTCloud Designer\Tempo

Project(P) Edit(E) View(V) Debug(D) | Tool(T) I Help(H)
b+ [ | §% P Online simulation(F5) [>» O B4 \Device manager tool

{r -0 @ - PO .‘ﬁ ata browser

- Pay tool
Project browser —Project pr Datla penetration tool
gy Unnamed project Device prt-% el st o
I8 proiect oroperties

&) lotBus Data-Link Tool 0.4.8 -

O >
Languages

Data Report Server Add Task Remove Task

‘Task Name Project Identifier Remark Operation

ﬂ Settings

Start

4.2. Configure MQTT Server

Click MQTT Server to configuration page. You can refer to 3.3. Data Center for guidance.

B | MQTT Server ! X
Server

server: | (User Defined) T e i

host: 192.168.30.90 | port: |1883 |

Enable Upload Validation

username; |C| ient |

password: |---n--. |

4.3. Add Task
Click Add Task -> Settings to set up a new task.
Project flag is corresponding to server project identifier in data center of HTCloud Designer while table name

corresponding to remote identification in history group edit. You can refer to 2.5. Connect to Database

Remotely for other settings. Fill in database option with the database created in 2.5. Connect to Database
Remotely, which is scada.

18 T
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&) lotBus Data-Link Tool 0.4.8

— | X
Languages
‘ Data Report Server | Add Task 7 Remove Task
‘Task Name‘ Project Identifier ‘ Remark \‘ Operation
ﬂ €D Task Settings X Settings

Task Name: Project Identifier:
Quality of Service:

Remark:
(optional)

Storage Settings

(@) store all datas ) only store the latest data
(O store the recent datas days hours

[J Remote Writing

command table: | command command history table: nisto

polling period: 0.5 ~ seconds

Database Settings

type: |MySQL G |Add Table| ‘Remove Table
host: |192.168.30.90 group identifier innel id
port: (3306

password: esesees

username: |root |

dataBase: |scada

4.4, Start

Click start to execute the task after adding a new task. If the task starts successfully, the log window will show
the information message “start successfully!”.

[E — | X

Languages

MQTT Server Add Task Remove Task

‘ Task Name | Project Flag Remark |

Operation

1 |(MQ1T test Settings

is preparing, please wait.........
start successfully!

Clear Log

Terminate

19 7
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5. Verification

5.1. MQTT Server

Enter EMQ X Web Dashboard. In the connections tag, there are two connections to EMQ X server. The
usernames are Client and HMI, which are the usernames set up previously. Hence, both HMI/HBOX and IoTbus
Data link Tool are connected to MQTT server.

Dashboard

Connections

All Nodes
MONITORING
Clientid Username IPAddr CleanStart

MANAGEMENT

5.2. MySQL Database

Connect to MySQL server remotely with MySQL-Front. A new table, whose name is testl, is created in scada
database. Select data browser mode in testl table. The values of VO, V1 and SM5 are uploaded and stored in
MySQL database.Hence, the historical data of HMI/H-BOX are stored in MySQL server successfully.

ME 192.168.3

File Edit b-ﬂalch View Database Extras Settmgs Help

SO YBEREX Maw W =5 E5
o= gy of = Object Browser [ Data Browser # Query Builder =, SQL Editor (=2 SQL Editor #2
Quick access | |‘ | 100| =1 - |F1Itet
_ _time _pncode Vo V1 SMS
 192:168:30:00 -Emzms 01-29 09:10: 18081031100301( 14498 14498 0
= information_schema 8310 2019-01-29 09:10: 18081031100301C 3766 3766 1
mysql 8309 2019-01-29 09:10: 18081031100301( -6663 6663 1
B periormance Schema 8308 2019-01-29 09:10: 18081031100301( -17580 17580 1
____s_ca‘ja 8307 2019-01-29 09:09: 18081031100301( -28461 28461 0
Hitestd 8306 2019-01-29 09:09: 18081031100301( 26596 26596 0
h- 1 8305 2019-01-29 09:09: 18081031100301( 15710 15710 0
= Processes
© User 8304 2015-01-29 09:09: 18081031100301¢ 5083 5083 1
b, 8303 2019-01-29 09:09: 18081031100301C -5619 5619 1
8302 2019-01-29 09:09: 18081031100301( -16252 16252 0
8301 2019-01-29 09:08: 18081031100301C -26983 26983 1
8300 2019-01-29 09:08: 18081031100301( 27833 27833 0

Thanks for choosing HNC Products, If you have any questions about our products or services, please let us know!

Website: www.hncelectric.com
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